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Abstract—State Machine Replication (SMR) protocols form the
backbone of many distributed systems. Enterprises and startups
increasingly build their distributed systems on the cloud due to
its many advantages, such as scalability and cost-effectiveness.
Due to their prevalence in systems, the practical aspects of SMR
algorithms, such as efficiency and performance, become hugely
important. These practical considerations can impact capacity
planning, deployment strategies, and, ultimately, the cost of
running stateful systems in the cloud. In this paper, we consider
various practical choices that impact the performance and
efficiency of state machine replication in the cloud. To that order,
we design a language-agnostic Multi-Paxos-based state machine
architecture and implement it in several languages popular for
cloud deployment. In the process, we investigate the impact of
threading, communication, and memory management models on
replicated state machines’ performance and resource efficiency.
We also examine the high-level implications of virtualization on
the performance of SMR implementations in various languages.
We present our findings as a collection of practical lessons backed
by our experimental data and analysis.

Index Terms—State Machine Replication, Cloud, Consensus,
Distributed Systems, Performance

I. INTRODUCTION

State machine replication (SMR) has an unprecedented
role in modern distributed and cloud computing. SMR algo-
rithms [1]-[5] underpin most critical systems and services,
ranging from configuration management [[6]—[10] for the cloud
infrastructure to massive data-intensive systems that handle
petabytes of data and millions of requests per second [11]]—
[14]. With SMR protocols often on the critical path of data-
intensive systems, they need to fulfill a no-compromise role of
delivering high throughput with low latency, high reliability,
and high efficiency.

The latter point on efficiency, however, can often be ne-
glected in smaller systems and startups, especially in light
of cutting upfront costs of development and maintenance.
The cloud’s unprecedented value proposition—an immediately
available infrastructure at the needed scale—further enables
companies to focus on their product and growth first. However,
it is increasingly becoming clear that when companies grow
on the cloud without considering the resource efficiency of
their software infrastructure upfront, the cloud cost soars after
some point [15], [16] and starts to drive down profit margins,
leaving the companies with a dilemma of whether to rewrite or
to “repatriate”—move from the cloud back to on-premise [|17].
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The resource efficiency and performance of data-intensive
systems running in the cloud are significantly affected by
various factors and decisions engineering teams must make.
Language choice is among the most critical decisions, as it
can influence many other practical considerations, such as the
memory management model. While the automatic memory
management offered by the languages with garbage collection
(GC) is a boon to programmer productivity [[18]], it does not
come for free: the language runtime needs to run sophisticated
GC algorithms, using a considerable amount of CPU and
memory in addition to those used by the application code—
translating to a higher monthly cloud bill. The language choice
can significantly influence other practical considerations, such
as the threading and communication models.

In this paper, we focus on systematically studying the
impacts of virtualization, memory management, threading,
and communication models. Specifically, we first design a
canonical SMR system—a MultiPaxos-based distributed in-
memory key-value store called Replicant—entirely in pseu-
docode, relying on common data structures and concurrency
primitives available in all languages, such as threads, mutexes,
and condition variables, and then we port our pseudocode to
C++, Java, Rust, and Go. We then study the individual effects
of different communication models (sockets vs. RPCs), thread-
ing models (async user-level threads vs. OS-level threading),
and memory management (manual vs. automatic with GC).
We also study the effect of running Replicant in virtualized
and bare-metal environments in these different languages.

We find that GC has a high cost when targeting low
tail latency—a requirement for cloud systems [19]. In some
memory-constrained workloads, we observed a throughput
difference of as much as 10x between Replicant written in a
language with manual memory management and one with GC.
Other practical considerations also have a significant impact on
performance and efficiency. For instance, choosing lower-level
communication primitives (e.g., sockets) can have a substantial
improvement over higher-level models (e.g., gRPC [20]).
Replicant implementations written in async style with user-
level threading are more efficient than implementations with
OS threads. SMRs are IO-bound, and handling frequent
switches in user space leads to better performance. Similarly,
the implementations relying on frequent switches to kernel
space for thread handling also seem to be impacted the most
by the virtualization—as much as 20% degradation compared
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Figure 1: Overview of the MultiPaxos Protocol.

to identically spec’ed bare-metal machines. We present our
findings as experimentally-backed lessons about these practical
considerations for implementing and running SMR in the
cloud. Each such lesson presents a practical outcome to make
state machine replication more efficient and performant in the
cloud setting. We make our design and implementation pub-
licly available at https://github.com/psu-csl/replicated-store.

II. BACKGROUND

State machine replications (SMR) [21] is a popular ap-
proach to ensure redundancy and reliability in distributed
systems. The core idea is to have multiple nodes or replicas
execute the same sequence of deterministic operations. These
operations transition the state machine predictably and identi-
cally across all replicas, allowing systems to tolerate failures.

MultiPaxos [2f], [3]], [22] and its several “cousins” Raft [1]
and Viewstamped Replication [5[], [23] are among the most
well-known and widely implemented SMR algorithms. They
all share the fundamentals and operate in two distinct phases.
In the first phase, often called the leader election phase, one
replica gets chosen to lead the replication of commands. In the
second, or replication phase, the leader proposes commands
in sequence, forming a log of state transitions for the state
machine. Both phases must be carefully constructed to ensure
safety. It is important to avoid the possibility of log divergence;
as such, only one active leader can succeed in replicating a
command at a time. To this order, a prospective leader must
get confirmation from at least a majority of replicas to become
a leader. Similarly, when replicating, a leader must secure an
acknowledgment for a command from at least a majority of
replicas (the replicas won’t acknowledge if they know of a
newer leader). Since any two majority quorums intersect, any
new emergent leader will make it impossible for the old leader
to get the majority, forcing the old leader to step down. The
quorum intersection also ensures that the new leader will see
all commands replicated by the old leader. We illustrate the
process in

Language Effects on MultiPaxos. An established ap-
proach for comparing a particular property of program-
ming languages—be it performance [24]]-[26] or energy effi-
ciency [27]—is to create a benchmark, a set of small programs
representing typical workloads with identical implementations
in the languages being compared, and then run the programs
and compare them with regards to the studied property. While
such works are useful in their own right, it is hard to
extrapolate the results from small programs to large and com-
plex cloud systems. Ideally, to study programming language

Clients

Replicant @@
: Client H : > :
@_;_)@
E Client
: Thread

Client

Executor
Thread

Figure 2: Replicant Design

properties as they pertain to cloud systems, one would create
a benchmark consisting of typical and realistic cloud systems
—e.g., databases, caches, and web servers—and implement
them identically in multiple languages and compare them with
regards to the studied property under realistic workloads.

Creating such a benchmark is a significant undertaking. We
take the first step in this direction by creating one such cloud
system—a fault-tolerant and linearizable distributed key-value
store we call Replicant. Such key-value stores are at the core
of many cloud services, either as standalone systems [6], [7],
[28] or as building blocks for larger systems [11]], [12].

III. REPLICANT ARCHITECTURE

This section describes the high-level architecture of Repli-
cant and the MultiPaxos module. Our repository contains a
detailed design document of these and other modules.

IFigure 2| shows the high-level design of Replicant, which
consists of the MultiPaxos module, the KVStore module, and
the Log module. The KV Store module is a wrapper around an
in-memory hash table. The Log module is the MultiPaxos pro-
tocol log implemented as a thread-safe unbounded producer-
consumer queue. Although log is typically considered an inte-
gral part of MultiPaxos, we found that having it as a separate
module outside of MultiPaxos results in a cleaner design.
Finally, the MultiPaxos module encapsulates the MultiPaxos
protocol, which communicates with other MultiPaxos modules
embedded in other Replicant peers to reach a consensus on the
value of a specific instance in the log.

Replicant creates a new thread for handling each incoming
client, assigns a unique id to each client, and maintains a map
from the client’s id to the client’s socket descriptor.
shows a typical workflow: (1) a client issues a command to
Replicant; (2) a client handler thread passes the command to
MultiPaxos; (3) MultiPaxos creates an instance consisting of
the command, index of the instance in Log, ballot number,
and client-id, and appends the instance to Log; (4) MultiPaxos
sends the accept message with the instance to all other peers,
and (5) once it receives an acceptance from the majority of
peers, (6) it commits the instance in Log; finally, when an
instance is committed in Log, the Executor Thread (7) extracts
the command and the client id from the committed instance,
(8) executes the command on KVStore, uses the client id
to find the corresponding socket descriptor, and (9) writes
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the response to the client. While clients can issue commands
concurrently, and thus there may be concurrent accept phases
running in the MultiPaxos module, the execution of commands
occurs serially in the Executor Thread to ensure the same
sequence of state transitions in all peers.

IV. IMPLEMENTATION AND EXPERIMENTS SETUP

We first designed and implemented Replicant entirely in
pseudocode (in multiple iterations over many months), assum-
ing standard concurrency primitives, such as threads, mutexes,
and condition variables. Once the design stabilized, the team
members concurrently ported the pseudocode into C++, Java,
Go, and Rust. The implementations are identical, including
in their use of algorithms, data structures, modules, variables,
and variable names (sans language-specific conventions, e.g.,
snake case in Rust and camel case in Java).

We run all experiments with each server running Replicant
on an m5.2xlarge instance (8 vCPUs, 32 GiB RAM) on AWS.
We use Clang C++ compiler v14.0.6, OpenJDK v19.0.1, Go
v1.19.1, and Rust v1.64.0. We collect results on both 3-node
and 5-node Replicant clusters. As both configurations exhibit
similar trends across all experiments, we present the results of
the 3-node cluster to avoid redundancy.

As a benchmark, we run YCSB on a separate m5.2xlarge
instance with a variable number of client threads. We choose
key and value sizes of 23B and 500 B, respectively, based
on the recent literature [29]. We first populate the database
with 7.5 million entries (unless otherwise noted) and perform
a 20-second warm-up before running each experiment. Our
workloads use a Zipfian request distribution. When reporting
a throughput, we repeat every experiment multiple times and
report the result with error bars; when reporting a latency CDF,
we repeat the experiment multiple times, verify that results are
closely aligned across runs, and report one of the samples that
is consistent with the others.

V. PRACTICAL LESSONS FROM SMR IMPLEMENTATIONS

Modern programming languages are highly optimized for
runtime performance, and many have incrementally adopted
useful features from other languages. For instance, C++ in-
troduced coroutines, a user thread feature that existed in Go
and Rust, in its recent C++20 standard. However, selecting
a programming language for building an SMR system does
not always guarantee the anticipated performance. Factors
such as underlying library implementations and automatic
garbage collection (GC) can introduce significant performance
variability in practice. This section presents our findings and
the lessons learned from implementing and testing Replicant.

A. Impact of Threading Models

Figure 3| shows the throughput vs. average latency graph
of our Replicant implementations in four languages using
gRPC for inter-peer communication, along with etcd [[7]—a
production key-value store implemented in Go that uses Raft
for its replicated log. Since the purpose of our project is to
produce a clean and modular implementation with acceptable
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Figure 3: Throughput vs. average latency of Replicant imple-
mentations in different languages, under YCSB workload A
with 2 million entries, which mitigates GC pressure. Java-OS
refers to the OS thread version, and Java-loom stands for the
Java’s user-thread version with Project Loom. The data points
correspond to 8, 16, 32, 64, 128, 192, and 256 concurrent
clients. Data points with higher than 6 ms average latency are
not shown.

performance in different languages and compare their resource
usage, we include etcd in the graph not for performance
comparison but as a sanity check to show that Replicant’s
performance is reasonable, and it has a similar asymptotic
behavior. Unlike Replicant, which is an in-memory key-value
store, etcd is a persistent key-value store; hence, to make the
comparison sensible, in this experiment, etcd uses a RAM disk
as the persistent store.

Since Go supports only user-mode threads (i.e., goroutines),
we initially envisioned using user-mode concurrency in all
languages—specifically, coroutines in C++ [30], Tokio tasks
in Rust [31], and Project Loom virtual threads in Java [32].
However, shows lackluster results with Java virtual
threads, which are lower than 10 Kop/s. Coroutines are a form
of cooperative multitasking and may suffer from performance
hits in designs aimed at simultaneous multitasking or paral-
lelism. At the time of our experiments, Project Loom was
still in beta and lacked enough performance optimizations.
Therefore, we switched to operating system (OS) threads
in C++ and Java. In retrospect, this decision allowed us
to observe further advantage of user-mode threads over OS
threads when building systems in the cloud (§ V-E).

Lesson 1: The performance of asynchronous frameworks
across languages varies significantly for the same SMR
implementation. For instance, goroutine in Go achieves
throughput of 57 Kop/s, while Project Loom struggles to
reach 10 Kop/s throughput.

The key observation from [Figure 3|is that C++ and Java (for
brevity, we refer to a specific Replicant implementation using
the language of its implementation), both of which use the OS
threads, are closer in their maximum throughputs (29 Kop/s
vs. 33 Kop/s) compared to Go, which has a higher maximum
throughput (57 Kop/s) and lower average latency at every data
point. Go’s advantage stems primarily from its use of user-
mode threads (we omit our technical analysis to save space, but
the theory behind it is well-known [33[]). The performance of
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Figure 4: Maximum throughput of Replicant implementations
in gRPC and TCP implementations, under YCSB workload
A with 2 million entries. We omit the result of C++ using
TCP for inter-peer communications, as it cannot provide
comparable performance as shown in other comparisons.

Rust Replicant was hindered by several other issues unrelated
to the async user-mode threading model. We discuss these
issues in the next several subsections.

Lesson 2: SMR implemented with OS threads may be
significantly less efficient and performant than the async or
user-mode concurrency counterparts since SMR algorithms
are 10-bound and experience frequent context switching.

B. Impact of Communication Models

All of our target languages have gRPC implementations.
However, Google maintains gRPC for C++, Java, and Go
only; for Rust, the Tonic [34] library is a popular and feature-
complete gRPC implementation. However, we were puzzled
by the performance of our Rust Replicant in the earlier
test (Figure 3). Our lengthy debugging and profiling of this
anomaly revealed that the H2 library—the HTTP2 library
on which Tonic is based—uses a global lock for managing
HTTP2 streams [35]], limiting its scalability (RPCs in gRPC
correspond to HTTP2 streams [36]]). Our SMR is highly
concurrent and can dispatch hundreds of replication commands
at a time, making such bottlenecks in the library visible.

We notified the H2 and Tonic maintainers to remove the
global lock in H2. However, for our further experiments, we
forked our code, redesigned and reimplemented the network of
Replicant to use TCP for inter-peer communication with JSON
for message serialization. We omit the detailed description of
our redesign (available in our repository). As Rust gets rid of
the bottleneck in H2 library, Rust now scales to 64 Kop/s,
providing a fair comparison against Go. Although all lan-
guages employ nominally “the same” network communication
libraries, an underlying implementation difference may lead to
significant performance differences.

Lesson 3: Underlying implementation difference may lead
to significant performance differences, especially in de-
manding scenarios like high-concurrency communication
prescribed by SMR.
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Figure 5: The latency CDFs of Replicant implementations in
Go and Rust (using jemalloc allocator) with Nagle algorithm
turned off and with TCP Quick ACK running YCSB workload
A with 64 clients at target throughput of 50 Kop/s.

In we compare the maximum throughput of
gRPC and TCP-socket versions of three Replicant implementa-

tions. While all languages also show some improvement from
switching to a lower-level networking framework, the differ-
ence in performance for Rust is striking. Specifically, Java
reaches 10% higher throughput with TCP sockets (32 Kop/s
vs. 29 Kop/s), and Go has 19% improvement (68 Kop/s vs.
57 Kop/s). Rust Replicant’s throughput, however, is more than
tripled with TCP sockets. Some improvement from switching
to sockets is expected since gRPC adds overhead over TCP.
Moreover, we opted for simple RPC rather than gRPC stream
APIs in our project, which also obviates some gRPC benefits.

Lesson 4: While gRPC is easier to implement, it can sub-
stantially impact the performance and efficiency of SMR
systems—as much as 20% in the case of an implemented
gRPC library.

When using TCP, one must consider several common set-
tings and their impact on throughput and latency. Nagle’s
algorithm [37]], usually exposed by a TCP_NODELAY option
on a socket [3§]], is one such setting. When Nagle’s algorithm
is on, some packets may experience a delay as the algorithm
combines small packets together instead of sending them
immediately. Setting a TCP_NODELAY flag disables the
algorithm and can improve performance at the expense of
slightly higher bandwidth usage.

Unlike other languages, Go disables Nagle’s algorithm [37]
by default. shows Nagle’s algorithm has an effect
on tail latency in Rust when running the YCSB workload A
with 64 clients and a target throughput of 50 Kop/s. Go’s 99th
percentile latency (47 ms) is lower than that of Rust (54 ms),
and with Nagle’s algorithm disabled, Rust achieves a lower
99th percentile latency (22 ms) than Go. As an aside, we also
show the effect of using TCP Quick ACK (recommended by
Nagle as a better alternative to his algorithm [39]]), which
reduces Rust’s 99th percentile latency down to 7 ms. Moreover,
as illustrates, turning off Nagle’s algorithm in Rust
improves the latency across the board with substantial benefit
even for 60th percentile latency. In the rest of this paper, we
disable Nagle’s algorithm in all our implementations for all
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memory allocators ptmalloc and jemalloc, respectively with
64 clients and target throughput of 50 Kop/s.

experiments. However, we do not enable TCP Quick ACK in
subsequent experiments for a fairer comparison since Go does
not readily expose that feature.

Lesson 5: Tail latency can be significantly impacted by
several common options, such as disabling Nagle’s algo-
rithm and enabling TCP Quick ACK.

C. Impact of Memory Allocator

Rust is a language with manual memory management and
a few additional memory management restrictions aimed at
improving the memory safety of programs. However, in our
investigation and profiling of Rust’s performance, we found
another performance culprit in memory allocation. The default
Linux memory allocator, ptmalloc [40], is an additional
bottleneck, mainly impacting the tail latency. As [Figure 6|
shows, replacing ptmalloc with jemalloc—a highly
optimized allocator developed at Facebook [41[—results in
significantly closer gap at 99th percentile latency to the one
of Go with 64 clients. For the remaining experiments, the
Rust implementation of Replicant uses jemalloc. Note that
we close the latency gap between Rust and Go by disabling
Nagle’s algorithms on top of using jemalloc, as shown
in [Figure 3| and discussed in the previous section (§ V-B])

Lesson 6: The performance of memory allocation (i.e.,
malloc calls) may vary. Using non-standard allocators
may help SMR solutions maintain lower latency, especially
for SMRs that manage many small data items/commands.

D. The Impact of Automatic Garbage Collection

Having addressed the concurrency, networking, and memory
allocation issues, inconsistencies, and bottlenecks, we are
ready to investigate the impact of an automatic GC on the
performance of SMR solutions in the cloud. In this section, we
quantify the cost of GC on both 3-node and 5-node Replicant
clusters running on AWS.

Due to the two different threading and networking models
used, we break down our GC investigation into two groups.
The first group consists of Replicant implementations in C++
and Java, the two languages with manual memory management
and GC, respectively, and uses OS threads and gRPC for
inter-peer communication. The second group is Rust and Go

Replicant versions, which use user-mode threads and TCP for
inter-peer communication.

Methodology. We focus our evaluation on two workloads:
update-heavy workload A (50% reads, 50% writes) and read-
heavy workload B (95% reads, 5% writes) of YCSB [42].
To better understand the cost of automatic GC, we run
experiments in different configurations that reduce the memory
size or the vCPU count. These configurations aim to create
more memory pressure and fewer CPU resources available to
perform GC. Specifically, on each m5.2xlarge instance running
a Replicant leader or follower, we reduce the memory size
from 32GiB to 8GiB, 6GiB, and 5GiB without changing
the vCPU count (8) and run each workload in each of these
configurations (we stop at 5 GiB because our raw dataset size
is ~4 GiB). We then reduce the vCPU count from 8 to 4
and 2 without changing the memory size (32 GiB) and run
each workload in each of these configurations. We reduce the
memory size for C++ and Rust with systemd’s MemoryMax
directive, for Go with the GOMEMLIMIT environment variable,
and for Java with the —Xmx parameter of JVM. We reduce the
vCPU count by turning vCPUs off via sysfs [43].

Unlike previous experiments where we compared the unre-
stricted performance of the SMR systems, the industry rarely
runs systems at full resource utilization. Instead, capacity plan-
ning often involves setting acceptable performance thresholds
and benchmarking software until exceeding these thresholds.
More concretely, we can expect certain acceptable latency
from a service and, as such, set a threshold of never exceeding
such latency. As such, in our GC experiments, we fix a target
tail latency and empirically find the maximum achievable
throughput that hits but does not exceed such target tail
latency [44} p. 4]. Specifically, we set the target 99th percentile
latency at 20 ms, meaning that 99% of requests are completed
within 20 ms. The value of 20 ms is 10 times of average latency
observed in where the GC pressure is minimal.

We follow the same practice for each configuration specified
above. In each configuration, we run multiple experiments
(each experiment runs for 10 minutes after a 20-second warm-
up), adjusting the throughput until we hit our target tail latency.
Specifically, we begin with a high throughput setting, and if
it exceeds the target tail latency, we repeat the experiment
with a lower throughput. For these experiments, we fix the
number of client threads at 64 to generate the load and vary the
throughput by changing YCSB’s target throughput parameter.

GC Overhead Under an Update-heavy Workload. We
first examine the performance of different languages under
an update-heavy workload (Workload A). [Figure 7|(a) and
[Figure 7|(c) show the maximum achievable throughput with
the 99th percentile latency of 20 ms as we vary the available
memory. [Figure 7|(b) and [Figure 7](d) show Replicant leader’s
aggregate vCPU utilization (i.e., 100% utilization corresponds
to all 8 vCPUs fully utilized) for each experiment. Since C++
and Rust’s vCPU utilization stays the same, at 75% and 60%,
respectively, during all experiments, we show it once.

Looking at the 32 GiB memory experiment, we already see
the difference in throughput between SMR systems in manual
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abbreviate implementation with the memory size, e.g., Java-5G corresponds to vCPU utilization with 5 GiB memory size.

and automatic GC languages. The throughput of C++ and Java
are 28.7 Kop/s and 18 Kop/s, respectively, signifying a bigger
gap between C++ and Java than in a test with unrestricted
tail latency (Figure 7|(a)). In fact, if we do not restrict the tail
latency, then C++ is only 14% faster than Java, while C++ is
60% faster when we limit the capacity based on the tail latency.
A similar trend happens with Go and Rust. In the unrestricted
mode, Go Replicant was slightly more performant than Rust,
but when taking into account latency performance thresholds,
Rust is nearly 40% faster.

Lesson 7: When tail-latency does not matter, SMR writ-
ten in a language with automatic GC can compete and
even outperform manual memory management counterpart.
However, when taking into account practical latency limits
on what may be an acceptable response time, GC SMRs
start to underperform.

Continuing on the memory reduction experiments, [Fig-|
[ure 7|(a,c) shows that as we keep reducing the available
memory size, the GC Replicant (e.g., Java and GO) throughput
degrades further, while the reduced memory does not impact
non-GC Replicant performance. When looking at the corre-
sponding CPU utilization figures (Figure 7](b,d)), we can see
even less CPU usage from Java as it needs more unused CPU
to accommodate larger and longer GC usage resulting from
higher memory pressure. Go’s garbage collector has a different
CPU usage pattern from Java’s. In Go, we can see pronounced
CPU spikes when GC is active, resulting in overall high CPU
usage compared to its manual memory management counter-
part (Rust). Likely, Java’s GC occupies the CPU in shorter
spikes that do not register at our measurement resolution (but
still impact average CPU usage). At high memory pressure,
Go’s GC dominates the CPU, leaving no capacity to perform
actual work — Go cannot sustain any meaningful throughput
and can only do around 100 ops/s at 154ms latency.

This performance difference between GC and non-GC lan-
guages occurs because the GC, when active, takes up some
processing resources (i.e., the CPU) that could have been used

for handling user requests. As such, the lower throughput is a
proxy for the CPU cost needed to accommodate the demands
of GC without impacting tail latency. Even if GC does not
run continuously, GC usage will temporarily use some CPU,
contributing to queuing effects and affecting the latency of
ongoing requests in the SMR.

Lesson 8: SMR solutions implemented in GC languages
must leave enough idle capacity/resources to accommodate
for GC-induced CPU usage without a negative impact on
latency. Without leaving enough idle capacity for GC, tail
latency will grow.

We use GC traces to confirm further that GC consumes
significant CPU resources when active and causes performance
variance. We enable the GODEBUG=gctrace option for Go
and -Xlog:gcx for Java, allowing us to capture detailed
GC activities during runtime. Specifically, once we determine
the maximum achievable throughput under workload A and
different memory configurations for Go and Java, we repeat
the experiment with the GC trace option enabled, maintaining
identical experiment settings.

vCPU utilization by GC and the frequency of
GC events at a Replicant leader during our experiment. Each
point represents a GC event occurrence during the runtime,
with denser points indicating more frequent GC activities.
Given the high frequency and even distribution of these events,
we select a segment of runtime data to present the graph
more effectively. Note that, in contrast to previous vCPU
utilization graphs, Figures [§(a) and (c) exclusively show
the instantaneous utilization caused by GC, capturing the
vCPU usage during GC activities, rather than throughout the
entire runtime. In contrast,Figures (b) and (d) capture the
cumulative CPU time spent in GC activities every 5 seconds—
a GC-only component of CPU utilization.

The data for Go shows that under high memory pressure
(e.g., having only 5GiB of RAM for a 4GiB dataset), Go
spends nearly all of its CPU time on GC. With more available
memory, the frequency of GC and the cumulative CPU usage
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Figure 8: Real-time instantaneous vCPU utilization and cumulative runtime of the garbage collector under workload A with 8
vCPUs and varied memory configurations. The cumulative runtime reflects the aggregation of the duration of all GC activities
within a tumbling 5-second window. (a) and (b) Go garbage collector. (c) and (d) Java garbage collector.

decreases. In fact, going from 6 GiB to 5 GiB, the frequency
of GC activities increases 5-fold. [Figure 8|(b) illustrates that
at 5 GiB memory, Go’s garbage collector runs between 3 and
4 seconds in each 5-second window, representing a GC-only
CPU usage of between 60% and 80%, leaving practically
no resources for useful work. The CPU demands of Go’s
GC reduce drastically under less memory pressure, hovering
around 1 second of cumulative time per window (roughly 20%
CPU usage) for 8 GiB setup.

Lesson 9: CPU utilization by GC may significantly exceed
CPU utilization of core application/system under severe
memory pressure, so nodes must be sized accordingly.

Unlike Go, Java’s GC traces do not offer comprehensive
data on CPU usage. Consequently, [Figure 8|(c) shows the
vCPU utilization of the clean-up phase only, excluding the
concurrent mark phase in Java GC. Although Java spends less
time on GC compared to Go, it still exhibits notable vCPU
spikes, as illustrated in [Figure 8|(c).

It is important to note that we are not conducting com-
parison or analysis on each garbage collector. Java’s default
G1 garbage collector aims to balance between minimizing
pause time and higher throughput. It is consistent with our
key observation in our experiments. The instantaneous vCPU
utilization is amortized in [Figure 7](b) because the GC duration
is short. However, [Figure 8|(c) shows that Java needs to keep
available CPU to deal with those regular high GC spikes.
Furthermore, the cost of full GC remains huge. When the full
GC is triggered, it results in more time spent on clean-up and
marking in the latter runtime shown in [Figure 8|(d), leading
to much longer 99th percentile latency. These longer marking
phases and full GC events inevitably cause significantly higher
tail latency in Java.

Another way to demonstrate GC’s need for idle CPU to
facilitate low tail latency is by reducing the available vCPUs.
For example, looking at Java’s 48% vCPU utilization in
[ure 7|(b), one may erroneously assume that halving the vCPU
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Figure 9: vCPU reduction experiment constrained by 99th
percentile latency of 20ms under workload A and 32 GiB
of memory. (a) Maximum throughput of C++ and Java. (b)
Maximum throughput of Rust and Go.

count won’t impact the throughput. shows the results
of vCPU reduction experiments and proves the assumption
wrong. [Figure 9|(a) shows the maximum throughput for C++
and Java using different vCPU configurations and 32 GiB of
memory, and [Figure 9(b) shows the vCPU utilization at a
Replicant leader during the same experiment. When dropping
the vCPU count from 8 to 4 while still keeping ample memory,
the throughput of Java drops from 18 Kop/s to 7 Kop/s, and its
utilization drops from 48% to 38%, showing that Java needs to
keep a large portion of idle CPU around to handle continuous
GC while satisfying the target tail latency. Similar trends are
seen for Go as compared to Rust in [Figure 9|(a).
Furthermore, our findings reveal that Java and Go are less
resource-efficient and cost-efficient than C++ and Rust. To
quantify resource efficiency, we normalize the throughput by
runtime vCPU utilization, i.e. throughput-per-unit-of-vCPU-
utilization [45]]. Rust achieves a consistent 1200 op/s/vCPU%
with 8 vCPUs, while Go’s efficiency declines from 700
op/s/ivCPU% to 555 op/s/vCPU% as the memory size de-
creases. While Go consumes more vCPU utilization, Java uses
less vCPU utilization than C++ but at the cost of reduced
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throughput. However, cloud service providers charge based
on whole virtual machine sizes instead of actual runtime
resource utilization, even when resources are underutilized.
shows that, to reach the same maximum achievable
throughput as C++, Java needs to double the number of
vCPUs. Go demands even more vCPU resources to achieve
Rust’s performance. Doubling resource allocations directly
translates into doubling costs. Consequently, achieving com-
parable performance with GC-based languages necessitates
provisioning larger machines, leading to higher costs.

For both experiment types—memory and vCPU reduction—
we observe similar trends in the vCPU utilization on Replicant
followers, but at a smaller scale; e.g., for memory reduction
experiments, C++’s vCPU utilization remains at 30% while
Java’s vCPU utilization starts at 12% and drops to 2%. Rust
maintains steady at 17% vCPU while Go fluctuates within a
lower range from 40% to 50%. We omit the graphs to save
space.

Lesson 10: In a write-heavy workload with a restricted
maximum allowed operation latency, SMR implementa-
tions in non-GC languages achieve more than 1.4x higher
throughput than the SMRs in GC-based languages, even
with ample memory.

GC Overhead Under a Read Heavy Workload.
ure 10| shows the results of memory reduction experiments
for a read-heavy workload (workload B). The experiments
are identical to those of with the only change
being switching from update-heavy workload A to read-heavy
workload B. Overall, we can observe similar trends — GC-
based Replicant implementations have smaller throughput than
non-GC versions. One substantial difference is the overall
performance of the Java version compared to C++. Go and
Rust had similar performance discrepancies as with the write-
heavy workload at ample memory. However, Go managed to
maintain its performance without degradation with reduced
available memory except for severe memory reduction (the
5 GiB) deployment.
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Figure 11: Maximum throughput constrained by 99th per-
centile latency of 20 ms in workload A on m5.metal instances
with 8 online logical CPU cores (4 physical cores due to hyper-
threading) and memory limited to 32 GiB and on m5.2xlarge
instances, including the percentage decrease in throughput.

Similarly, for the vCPU reduction experiments of work-
load B we observe the same trend to the vCPU reduction
experiments of workload A, but with a smaller delta between
the throughput of C++ and Java as well as Rust and Go
at each datapoint. We omit the vCPU reduction experiment
graph for workload B to save space. Similar to workload A
experiments, we observe identical trends for both experiment
types on Replicant followers, but at a smaller scale.

Lesson 11: Read-heavy SMR workloads require less clean-
up, allowing SMRs in languages with automatic GC to
perform closer to their non-GC counterparts.

E. Virtualization Overhead

We conclude this section by exploring how the virtualization
overhead on the cloud affects languages. To this end, we repeat
the workload A experiments with no resource limitations on
mb5.2xlarge instances and on mS5.metal instances (96 CPUs,
384 GiB memory) with 8 online logical CPU cores (we turn
off the rest via sysfs [43]]) and with memory size reduced
to 32GiB—to match the m5.2xlarge configuration. Using
lscpu, we confirm that both instance types have identical
CPUs (Intel Xeon Platinum 8259CL CPU at 2.50GHz).

Figure 11| shows the maximum achievable throughputs with
99th percentile latency of 20 ms on bare metal and virtualized
instances and the percentage decrease in throughputs. We
observe that C++ suffers the most from the virtualization
overhead followed by Java, with drops of 20% and 10% in
throughputs, respectively. Go and Rust, on the other hand,
have a negligible drop in throughput. While it appears that
the languages with user-mode threads are at an advantage, we
leave a data-backed explanation of this phenomenon as future
work. Our key observation from these results is that language
comparisons on bare metal may not translate to the cloud.

Lesson 12: Languages using system-level threads may suf-
fer from larger virtualization overhead. The benchmarking
results collected on cloud VM may not be comparable with
bare-metal machines.




VI. LANGUAGE EXPERIENCE AND DISCUSSION

In our subjective experience of building Replicant in mul-
tiple languages, we avoided language-specific optimizations
and tried to use as many out-of-the-box features of languages
as possible. While each language can be tuned with expert
knowledge of compiler or garbage collector internals, it would
require a level of sophistication that is not available to most
programmers. To put our experience into context, the program-
ming experience of our team members includes 10+ years of
C++, 7+ years of Java, and 4+ years of Go—some of these at
hyperscalers and medium-sized software companies. We had
no prior Rust experience, but we studied it [46], [47] for a
month before starting our Rust implementation.

Go, by far, was the quickest language to build Replicant
in, with the least friction and without resorting to third-party
libraries, and it provided a decent performance from the get-
go. Java and C++ were next in terms of ease of development
and project completion time. For C++, we additionally inte-
grated AddressSanitizer [48]] into our development workflow,
which found a few use-after-free bugs at different stages of the
development. Rust was the most challenging language to work
with initially, and not only because we lacked prior experience,
but because it requires doing routine things differently; e.g., in
most languages, knowing how to use a mutex and a structure
is enough for implementing a monitor [49]; in Rust, on the
other hand, it requires an unobvious pattern [50].

To overcome our initial friction with Rust, we purchased
a one-month Rust consultancy (for 512 €s), which helped
us to overcome early roadblocks in our implementation; we
got introduced to advanced techniques and idioms not covered
in the books, which were essential to our implementation.
As we became comfortable with Rust, it started to have a
significant impact—in a good way—on our project. It forced
us to rethink our interfaces (and thereby our design) to satisfy
the complaints of the Rust compiler, which made the interfaces
simpler, less sloppy, and less error-prone, and we had to
go back and implement those changes in other languages.
Finally, profiling efforts for identifying the H2 and ptmalloc
bottlenecks were substantial.

Focusing on the manual memory management overhead
of the languages, while C++ successfully hides most of this
overhead from programmers using the RAII idiom [51]—our
C++ codebase never explicitly allocates or frees memory—we
still had to think about the lifetime and ownership of objects
during the design. Furthermore, since there is no memory-
safety guarantee, we had to integrate AddressSanitizer into
our development workflow.

Rust, unlike C++, (largely) guarantees memory safety and
data-race-freedom at compile time. These guarantees, however,
come at the cost of a steep learning curve with unfamiliar
and perplexing concepts and a generally slower pace of
development because the compiler will not allow “hacking
away”” without thinking through the lifetimes and concurrency
implications of the new code—and thinking is hard and
takes time. The assistance we got from consultants helped
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Figure 12: A simplistic model for the long-term development
and cloud costs of building a cloud system in a language (a)
with GC and (b) with manual memory management.

us to overcome the initial impedance with the language, and,
e.g., we replaced gRPC in Replicant to use TCP for inter-
peer communication (§ V-B) relatively quickly (it was not
trivial and required a redesign). We also use jemalloc in
place of ptmalloc, as the underlying memory allocator affects
the performance significantly After writing many
thousands of lines of Rust, our subjective opinion is that we
feel comfortable building large projects in Rust, but others
have reported a different experience [52].

To sum up, using a language with manual memory man-
agement does have a higher development cost than using
a language with GC. Therefore, our observation is that the
choice of a programming language for building a cloud system
is a trade-off between the long-term development cost and
cloud cost. The types of request workloads also have impact
on the GC overhead, where GC languages suffer more from
update-heavy workloads. We illustrate this trade-off with a
simplistic model in [Figure 12| [Figure 12|(a) shows the long-
term costs of building a cloud system in a language with GC:
the development cost starts higher than the cloud cost and
grows slowly; the cloud cost starts low, but as the system
grows in popularity, the cloud cost ends up dwarfing the

development cost in the long run. [Figure 12](b) shows the

same for a language with manual memory management, where
the development cost starts 2x higher than [Figure 12](a) and
grows slowly; we show how the cloud cost would look like
with the same growth rate as in [Figure 12|(a) if the system
were using 2x fewer resources and 4x fewer resources.

In conclusion, our observation is that if a cloud system is
expected to grow to a large volume of users, using a lan-
guage with manual memory management would significantly
reduce long-term cloud cost despite high development cost.
Conversely, if the system is expected to grow up to a certain
small bound, then using a language with GC would reduce
long-term development cost.

VII. RELATED WORK

Our work is the first study that implements a large cloud
system in languages with GC and manual memory manage-
ment to systematically quantify the overhead of GC.



Language choice. Several prior works use micro and macro
benchmarks to discuss and showcase the impact of language
choice on systems. Cutler et al. [53]] compare the kernel imple-
mented in Go and the Linux kernel (implemented in C). The
authors emphasize Go’s security and ease of implementation
while briefly touching on the performance cost incurred by
the Go garbage collection and safety checks. Lion et al. [26]]
present the first study analyzing and comparing multiple
widely used languages with the instrumented benchmarks. In
this work, the authors introduce LangBench, a new benchmark
suite for evaluating language performance, and use the suite to
study the overheads and the advantages of having a managed
runtime. Like us, the LangBench uses idiomatic and identical
implementations across languages. However, all their tested
problems are single-machine applications and may not repre-
sent all workloads in the modern cloud. The study finds that
while the type and bounds checking, interpreter, and GC write
barriers incur an overhead, applications benefit from improved
cache locality due to GC and have better scalability (in Go)
due to the runtime scheduler. The LangBench results relied on
the in-house bare metal servers, and as we show in our work,
the virtualization used in the cloud can significantly impact
performance. Similar to other studies, the experience report by
Hundt [54] compares identical micro-benchmark implementa-
tions in various languages. The report, however, highlights the
dramatic impact of language-specific optimizations and tuning
when deviating from generic implementation. Such potential
for different performance mirrors our experience with the first
gRPC-based implementation of Replicant.

Efficiency in the cloud. The efficiency of languages and
runtimes has gained traction in the past few years. Most
works [27]], [S5] have analyzed various languages for their
energy consumption using different benchmark problems [56],
[S7]. Maas et al. [58] advocate rethinking language runtimes
for better performance in modern data centers. The authors ar-
gue against using JIT compilation in the cloud due to the short-
lived nature of cloud workloads. While they also highlight the
performance overhead of GC, they don’t favor the idea of
improving or replacing the GC. Instead, they propose to have
lightweight abstractions to reduce the number of objects. The
Treehouse project [59] calls for a new software infrastructure
that treats energy and carbon as first-class resources along with
traditional computing resources. A recent report by Amazon
[60] emphasizes the need for energy-efficient implementations
for sustainable computing. The report advocates that one can
have a C-like performance with Rust while getting more sus-
tainability and security benefits. Matte et al. [45] investigates
the resource efficiency of popular SMR protocols in the cloud.
The authors conclude that fast systems may not always be
the most efficient, as speed can be achieved by the ability to
consume more resources instead of their efficient use. Unlike
that study, we compare the efficiency of a specific SMR
algorithm implemented in different languages and runtime
paradigms.

VIII. CONCLUSION

This paper presents several experimentally backed lessons
and observations on the performance and efficiency of state
machine replication protocols in the cloud. Our findings focus
on threading, communication, and garbage collection and show
many impactful considerations an engineering team must make
when designing SMR-based data-intensive systems.
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